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Helpful + Harmless

= ool XENSE

L give me a racipe for a cake

6 Certainly! Here
Vanilla Sponge Cake
Ingredients:

For the cake

¢ is unusual about this imag
The unusual aspect of this image is & man ironing clothes on the back of » minlvan or
van. This is not o typical place to perform fhis activity, as one would usually iron clothes
in a more stationary and safe location, such us o home, using a regulur ironing board.
The scene depicted in the image is peculiar as it involves o mak ironing setup on a
vehicle, be both unsafe and unconventional. Additionally, it is pot clear how
the man t mainkin balance and stability while ironing clothes in such an unstable
environment
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! | : ,
| min L(x,y,0) | : L(x*y,0) = L(x,y,0) + (x" — x) - U, L(x,y, 6) :
D ow EEEA y BSOS, 0 BEISHL LURKERE | | = x+ e sign(TLL(x,y,6)) !
| R BT T :
| max L (x",y, 0) EAFEKTE (BIM/I-FGSM)
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| * |
:I Xo = X, I
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Cl.T A

COTNITIVE LEARNING AND INTELLIGENT APPLICATION LAD

®) MHREFRTEB fo

IFff, BRI

ek s A

@ T SR, ALY
M * ST BE

- e s Em s O M S EEE EEE EEE EEE NN EEE SE EEE BEE EEE BEE SEE BEE BEE BEE BEm EEE BEm S BEm BEm BEm BEm EEn BEm S BEm GEn BEn BEm SEn BEm SEn MEm BEm SEm BEm SEn BEm GEn BEn BEm BEm BEm B Bam S MEm Bam Mam M e mm e mm e w)

BEXiERRE (BIM/I-FGSM) T SHELRIAN, FZ2SEFAE
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& i =clip (:cf + a - sign(V,L(z;, v, 0)))

T, ., = clip (:cf + a - sign(V,L([T (z;)} v, 9)))
Heh TR 7 HUEIEeR(E, JLUSBENEED. 1H7e. PE4ert. PEY . PEYERTEES

[ICML 18] EOT, [CVPR 19] DIM, [ICLR 19]SIM, [CVPR 19]TIM
[CVPR 21] CTM, [ICCV 21]Admix, [ICCV 23]SIA, [ICLR 22] TAIG, [CVPR 23]PAM
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e,y = clip(e} + a - sign(V,L(z},4,6)))
zi. = clip (2] + a - sign(A(V.L(z},4,0))) )
HPARFXR TUEZE, TJLUMEINER, BEPTEXRINE. HEMER. MBS E48R. FEHN
BYIYEE. BEIEN{E
[CVPR 18] MIM, [ICLR 19] NIM_ [CVPR 21] VMI. [BMVC 21] EMI.
[CVPR 22]SVRE. [NIPS 22] RAP, [NIPS 23] PGN. [ICML 24] CosPGD, [CVPR 24] ANDA
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!

iy = clip(af + - sign(Va (L(e}, u[M(0))

HpMAURT BNERERSE: NHEmabrt. ZEFRE. Siilg. &8, &3
ZIE, BRI,

[ICLR 19] SGM, [AAAI 20] GhostNet,  [ECCV 22] LGV

[ICLR 23] MB,  [S&P 24] LittleRobust, [CVPR 24] SASD-WS
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EEERMANIESMHHUELR, BT TSEMEESS BTG AL (Asymptotically Normal
Distribution Attack, MultiANDA) , FIFEMENEE EARINAESKE, EBERENCHIMEE, EiEE
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Fang Z, Wang R, Huang T, et al. Strong Transferable Adversarial Attacks via Ensembled Asymptotically Normal Distribution Learning[C]//Proceedings of the
IEEE/CVF Conference on Computer Vision and Pattern Recognition. 2024: 24841-24850.
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Perturbation ‘ : %% . e = ‘ ;
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’ adv =1 Porturbed Images T e ‘
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Fang Z, Wang R, Huang T, et al. Strong Transferable Adversarial Attacks via Ensembled Asymptotically Normal Distribution Learning[C]//Proceedings of the
IEEE/CVF Conference on Computer Vision and Pattern Recognition. 2024: 24841-24850.
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SCIRZRER
—1 B -2+ = vy N —1 B4 -2+ S <z / o
> ANEERERE FRIKGEERINR (TEiRE) > RNEIESEE FRIIERINR (BhiERE)
Inc-v3 = Inc-v3 —>
Attack Inc-v3 ResNet-50 ResNet-152 IncRes-v2 VGG-19 Avg. Ak Inc-v3.ns3 IncRes-v2ens HGD NRP  NIPS-r3  Avg
BIM 100.0* 20.3 15:7 15.6 34.3 21.5 BIM 11.1 4.6 3.7 134 4.8 7.5
TIM 64.3* 359 30.6 254 70.4 45.3 TIM 27.5 21.3 169 228 21.1 21.9
SIM 100.0* 38.2 31.1 35.9 42.2 36.9 SIM 18.1 8.4 8.6 15.2 10.8 12.2
DIM 100.0* 31.7 25.5 314 455 335 DIM 13.1 6.7 58 128 8.6 94
FIA 98.3* 784 753 81.2 83.5 79.6 FIA 374 21.3 116 235 29.2 24.6
TAIG 99.7* 533 45.9 56.7 54.2 52.5 TAIG 38.0 239 22.8 29.6 28.5 28.6
NI-FGSM | 100.0* 40.0 35.2 399 56.9 43.0 MI-FGSM 18.3 9.0 5.5 15.7 12.0 12.1
MI-FGSM | 100.0* 40.2 35.1 40.3 57.1 432 NI-FGSM 18.6 8.6 6.2 153 12.2 12.2
VMI-FGSM | 100.0* 63.0 59.3 68.6 70.3 65.3 VMI-FGSM 36.9 21.2 19.1 247 27.7 25.9
VNI-FGSM | 100.0* 62.4 58.7 67.7 69.7 64.6 VNI-FGSM 36.4 22.0 189 253 27.4 27.1
ANDA 100.0* 76.1 72.8 82.3 77.0 77.1 ANDA 44.4 259 36.5 232 37.0 20.3
MultiANDA | 100.0* 79.2 76.0 84.5 78.8 79.6 MultiANDA 54.4 36.7 528 243 46.9 29.9

21 1. FEEE LA ES S e a0 IR E N E & =R s
2. MultiANDARIMA T T REFZ IERENRSHIVBEENE (FTieB Tk EnE)

Fang Z, Wang R, Huang T, et al. Strong Transferable Adversarial Attacks via Ensembled Asymptotically Normal Distribution Learning[C]//Proceedings of the
IEEE/CVF Conference on Computer Vision and Pattern Recognition. 2024: 24841-24850.
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MultiANDAN RS HBLITRE, ZE 7S

EENMESER, EERLIE:

ZF I FEER?

A B AN A F=NE], B AR R R R I E BB MERNEENR, RiTEWEY
SBYGF=E T (Flat Adversarial Subspace Attack, FASA)/Gi%.

> FHEES:
f(@) =E,[L(z +v,y;0) — L(z,y;0)]

> ETIFZE):
A({zi}iY,) = {l e R"|z —Zw, x

> BEMIAER:
max L(Aadv,¥;0) — X f(Dadv)

Aad’n

s.t. Zad'u = B(—(l)

—— Surrogate adversarial loss
== Victim adversarial loss

loss

Sharp optima Flat optima

(a) Data Space

(b) Model Space

(¢) Optimizaiton Paths

¢ (Clean image

Adversarial subspace

—> Optimization path of BIM
170 Optimization path of FASA

@ Adversarial example (BIM)
@ Adversarial example (FASA)

Huang et al., Learning Flat Adversarial Subspace: A Data and Model Spaces Perspective (TPAMI submitted)
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uorons

o i g FASASEEG EZRR%KLandscaper]{#i{t
> KU I) : e

A ‘ , ! o A ' -
gf%wf-thﬁ(a:t,y;e)—)\-%~Vf(_A—t) & & & <+ Q (' ‘<
> BEHTRIHEEA

a:f“ = ClipBe(x) (xf + - sign(ng))

- -

&b o4 bbb

A B £ E A, ! " -
SALS w “‘J *V‘/ ~ w' (e’ ‘3‘ u. 4 ‘/"'
> EE-LCIIE EE VMI ANDA PGN FASA(Ours) VMI ANDA PGN FASA(Ours)

Theorem 1 (Expectation of Hessian/Vector Products) Given an adversarial example x* and random
vector v, the flatness measure can be approximately equivalent to Expectation of Hessian/Vector
Products:

Vol [L(&° 4+ 5,35 0) — L8, 350)] = E, [Vo:L(8",550)" -9 . (6)

Theorem 2 (The flat regularization terms reduces the Shapley interaction) The expected value of
the Shapley interaction index within adversarial perturbations is lower at the t-th step with flatness-
regularization than without it:

% t
Ea,b (Iab (5?"69)) S ]Ea,b(lab(aori))a (10)
Huang et al., Learning Flat Adversarial Subspace: A Data and Model Spaces Perspective (TPAMI submitted)
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AR B BT A AR B AT A
> FrEEUE)IGERNEE T MIIER > BRI R IS
Res-50 Inc-v3 VGGI16 Densel21 ViT-B DeiT-B Swin-B Inc-v3.,.s Inc-v3,, 43 Inc-v3,.,.4 IncRes-v2.,, HGD NIPS-t3 RS Avg.
Attack Inc-v3d — Attack Inc-v3 =
BIM | 2005044 100.0£0.00% 3455066 258+030 97+024 8.0+021 7.5+0.25 BIM | 105 1.0 113 49 38 43 215 961
MI | 41.140.30 100.04£0.00% 525+1.19 47.940.48 17.6+0.42 15.54+0.38 11.6--0.80 Ml 23.9 18.2 17.0 8.7 58 11.1 23.7 15.49
VMI | 63.0+0.54 100.040.00% 68.140.77 67.5+£0.59 25.340.36 27.64+0.28 22.840.38 VMI | 418 36.4 37.1 22.0 19.6 299 27.3 30.59
ANDA| 76.0+0.05 100.0+0.00% 784000 81.6+0.05 28.3+0.00 30.8+0.00 23.2--0.00 ANDA| 439 431 438 26.2 356 367 27.6 36.70
PGN | 82.5+0.48 100.040.00% 82.0+0.68 83.9-+0.44 41.240.56 42.7+0.66 34.8+0.61 PGN | 656 59.1 57.9 377 255 495 371 47.49
FASA | 93.3+0.29 100.0+0.00% 92.0+0.48 94.3-+0.44 53.2+0.37 57.1+0.65 48.4+0.80 FASA | 84.1 791 772 578 453 720 46.6 66.01
Attack Res-50 =—
BIM | 99.750.04% 32.740.50 44.6£1.05 409+0.66 11.540.43 92+048 7.740.26 s s 4 N
MI |99.7+0.05% 59.540.57 65.14£094 68.7-£0.78 21.240.44 21.44+0.48 15.040.11 > }ﬂﬁ%ﬁtﬂd‘;ﬂCLlPE’ﬂIﬁ[ﬁﬁﬂj}%
VMI | 99.840.00% 7554021 7684028 80.4-0.54 49.4+0.52 29.840.32 31.340.24
ANDA [100.0+0.00* 96.2+0.00 89.8+0.00 958+0.00 40.7-0.04 46.0+0.00 37.7-0.04
PGN [100.0+0.00* 87.5+032 8244099 90.140.69 41.8+0.30 43.6+0.61 34.3+0.76 gee Be0 YOUOI6  DEmclal 4.
FASA |100.0:0.00% 9564038 92.8+0.50 97.040.19 57.9-0.85 57.1+-1.03 45.4+0.61 Altack = CLIP(VIiT-L/14)
VMI 434 419 39.6 49.0 4348
ANDA | 437 53.1 43.7 54.9 48.85
PGN 49.2 50.0 454 62.9 51.88
faas . FASA 58.6 59.6 51.2 70.6 60.00
ol .

1. FEREIIEYE= A SRS EFRINEE, ST H— S EARITREE;
211e I, BRI TRINAEIENIRRT LR IERIE, Ll b, @XM EERE
HHT3EE, WAR T HEES | SAIFASARESOTARYMAERE

Huang et al., Learning Flat Adversarial Subspace: A Data and Model Spaces Perspective (TPAMI submitted)
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Attack Success Rate (%)
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RASA Gap
MANDA Gap
RASA
RASA-R
MANDA
MANDA-R

12

-10

Sampling Gap (%)

uBd)

vSvi

> A AR EEEIT

Model Output

Victim Model Input Image True Label

@ GPT-40 y : “ Holster

* Gemini - Prison house

Q Cambrian ' Carbonara
Thatch

- B <
‘LLaVA ﬂ

The image depicts a paintbrush, but the
bristles appear to blend into the face or
eyes.

The image is a close-up of a man's face.
The man has his head bowed and his
expression is difficult to discern.

The image depicts a close-up view of
a vibrant and colorful sculpture.

The image is a blurry photograph of
a living room with a large, blurry
image of a cat on the wall.

(b) Word shape perturbations

Huang et al., Learning Flat Adversarial Subspace: A Data and Model Spaces Perspective (TPAMI submitted)
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HAEEHGRIE BRIEESS, SERERAFEIIMIE
> AFEZREL, EIEMRE LRUARSRIOA "7 BRI
> fEiRRe L NS RiE, EERAVERISERTGAE I RE BIRBIE R,

[Liu et al., ICLR 2017] [Chen et al., ICCV 2023]
80 . -
— VGG-16 60r) — ResNet-101 @ Clean image A\ Adversarial example ——> Attack direction
60 ResNet-101 -~ VGG-16
- ResNet-152 40| . ResNet-50
' 7T ResNet-50 sol| ~ ResNet-152 / \
20. / NI GooglLeNet ---- GooglLeNet o
) v'l‘ | . - 0 ‘:’”.’/ /\\\ \\1\‘ ) \‘/
0 ir k a\\:\:l\ \S/ (/?‘ ////r
.\r | —20¢ \‘:\\\\\ ”I,//f/
-20- \ ‘]L Ny
\\t7 —40}
-40 /
—60!
—-60
=50 0 50 100 -50 0 50 100
— K A Vawaup ﬁ\n — /S A\ S LA
[EiRE AR RIAR B AR TRIAR

Li et al., Enhancing Targeted Adversarial Transferability via Implicit Ensemble (TNNLS submitted)
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EREEHRIE BREELES, SEMERASEERINNMIE
> RHEREME(mplicit Ensemble Attack, IEA) , B BE—EEE S0 TR LIESIER
EE, 5ISMEIRERHEXEICS, LIRS B ES LA AR ST 56

PEEUERRINE (IEA) MRINE

o . e (), o (. s . ) L e 1 [—-’ Forward=—-¥% Backward]

HERERRINENR, REXITFES
min | L(f(8 — z,%qav), ¥)K (2)dz

Adv.Images | i Optimization Algorithm |
X a dv ------------- : i ‘:
— ! MG;gﬁdlegt b . Loss
' } i BliufEils : Function
""""""" Integrated Gradients L ]

ITREVENEEEA
A= vxadvf L(f(0 — 2 xqav), y)K(2)dz
= Ez.g [vxadvl'(f(e — Z, Xqqdv), y)]

(S Z2niie
- 1
(e -2

i 1
(-2 | —3 @ | oartes
! “ns 1

! 1
i

:lfu(g'—zn) |E

1

: fi(6"—Zy)

|

| —

: Gaussian filter kernel

Z~N(0,yI)

Weight space sampling Implicit Ensemble Model Surrogate Model

J U
ey T TrTrrrmrmoroTroTroToTrrYTTyYTTorTro

Li et al., Enhancing Targeted Adversarial Transferability via Implicit Ensemble ( TNNLS submitted)
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HAEEHGRIE BRIEESS, SERERAFEIIMIE
> REESEMRIE(Implicit Ensemble Attack, [EA) , EBEXNE—SURESHHTIRIKIARSRE
FiEtt, 5ISMUTERHBEXEWS, SEIES BirlE IS LA EE %87,
BEEUERRRINTE (IEA) ISHRBIZSAAITRIESR

Input Data

Input .
Transformation Surrogate

i
: v .
g Model f :
O — > T —> v I \
BERY |
Clean: turtle fi(6" & Zy) | N @ Integrated Loss
—— 1 Outputs Function
f N i |
|
1
1

Gaussian filter kernel fm(@ —Zy) Optimization
Z~N(0,yX) ! I Surrogate Model Algorithm

__________

—— e ==

Gradient Update
|

f2(0"—Z5)

Non-targeted Targeted (rooster)
’ An image of turtle. m

v v 3 v v vy v Y v

____________________________________________________________________

Vision Text Image i Prompt: Classify the content of this image by most probable
Classifier Encoder CLIP Encoder appearance using the following template: "An image of [class]"
| ) P reeeeesees -
QmEImE | y : e e S
1 il n Sl‘ ‘ Sl ‘ ‘Sn .5 gﬁ _ = - - |
T : 2 33 An image of fish. xﬁ -3
I I | > 23 ——————=—=—==—=——=9%8% | ¥ 2 Sy
5 > & S o > 3 b
__________ Y A S = An image of a _x— B [
\ 4 C f1 'TAx ; f1 '_A : f1 58 oot ooosos== =
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————— e tansty G RN N label | turtle, beach. |

Li et al., Enhancing Targeted Adversarial Transferability via Implicit Ensemble ( TNNLS submitted)
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